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ABSTRACT

This paper studies theetwork-levebehavior of spammers, includ-
ing: IP address ranges that send the most spam, common spgmmi
modes €.g, BGP route hijacking, bots), how persistent across time
each spamming host is, and characteristics of spammingtsotn
We try to answer these questions by analyzing a 17-montle trac
of over 10 million spam messages collected at an Internetrfisp
sinkhole”, and by correlating this data with the resultsPfdased
blacklist lookups, passive TCP fingerprinting informatioouting
information, and botnet “command and control” traces.

We find that most spam is being sent from a few regions of
IP address space, and that spammers appear to be usingritansi
“bots” that send only a few pieces of email over very shori-per
ods of time. Finally, a small, yet non-negligible, amountspm
is received from IP addresses that correspond to shod-B@P
routes, typically for hijacked prefixes. These trends sagtat de-
veloping algorithms to identify botnet membership, filteriemail
messages based oetwork-levelproperties (which are less vari-
able than email content), and improving the security of thierhet
routing infrastructure, may prove to be extremely effefir com-
bating spam.

Categories and Subject Descriptors

C.2.0 [Computer Communication Networks]: Security and pro-
tection; C.2.3 Computer Communication Networks]: Network
operations — network management

General Terms
Design, Management, Reliability, Security

Keywords

spam, botnet, BGP, network management, security

1. Introduction

This paper presents a study of the network-level charatiesi
of unsolicited commercial email (“spam”). Much attentiastbeen
devoted to studying the content of spam, but comparativitlly &t-
tention has been paid to spamstwork-level propertiesConven-
tional wisdom often asserts that most of today’s spam comees f
botnets, and that a large fraction of spam comes from Asiapa f
studies have attempted to quantify some of these charstotsrp].
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Unfortunately, little is known about how much spam comesnfro
botnets versus other techniquesg, short-lived route announce-
ments, open relays, etc.), the geographic and topologistiti-
tion of where most spam originates (in terms of Internet Berv
Providers, countries, and IP address space), the extetioh wif-
ferent spammers use the same network resources, the atégion
of these properties over time, and so forth. A primary goahaf
paper is to shed some light on these relatively unstudiedtimumes.

Beyond merely exposing spammers’ behavior, gathering-info
mation about the network-level behavior of spam could be a ma
jor asset for designing spam filters that are based on spashmer
network-level behavior (presuming that the network-lestedrac-
teristics of spam are sufficiently different than those gfitieate
mail, a question we explore further in Sectidn Whereas spam-
mers have the flexibility to alter the content of emails—bpé-
recipient and over time as users update spam filters—they faav
less flexibility when it comes to altering the network-lepebper-
ties of the spam they send. Itis far easier for a spammereotake
content of email messages to evade spam filters than it ih&br t
spammer to change the ISP, IP address space, or botnet frimim wh
spam is sent.

Towards the goal of developing techniques that will helphia t
design of more robust network-level spam filters, this payber-
acterizes the network-level behavior of spammers as obdeat/

a large spam sinkhole domain, which stores complete logdl of a
spam received from August 2004 through December 2005. We
perform ajoint analysisof the data collected at this sinkhole with
an archive of BGP route advertisements as heard from thiviege
network, traces from the “command and control” of a Bobaxbot
and traces of legitimate email from the mail server logs dcdrgé
email service provider. Although many aspects of mail hesadan

be forged, we base our analysis strictly on properties ofémeler
that are difficult to forged.g, IP addresses that made connections
to our mail servers, passive TCP fingerprints, correspancbate
announcements, etc.).

We draw the following surprising conclusions from our study

e The vast majority of received spam arrives from a few con-
centrated portions of IP address space (Sec#ynSpam
filtering techniques currently make no assumptions about
the distribution of spam across IP address space. In a re-
lated area, many worm propagation models assume a uni-
form distribution of vulnerable hosts across IP addressespa
(e.0, [29)). In contrast, we find that the vast majority
of spamming hosts—and, perhaps not coincidentally, most
Bobax-infected hosts—lie within a small number of IP ad-
dress space regions. Unfortunately, with a few exceptions
(e.g, 60.* — 70.*), most legitimate email comes from the
same regions of IP address space, which suggests that, in
general, effective filtering based on network-level prtipsr
may require determining second-order characterisgag, (
botnet membership).



e Most received spam is sent from Windows hosts, each of untraceably. Based on our findings, Sectioffers positive rec-

which sends a relatively small volume of spam to our do-
main (Sectiorb). Most bots send a relatively small volume
of spam to our sinkholei.g., less than 100 pieces of spam

ommendations for designing more effective mitigation téghes.
We conclude in Sectio8.

over 17 months), and about three-quarters of them are only 2 Background and Related Work

active for a single time period of less than two minutes (65%
of them send all spam in a “single shot”).

A small set of spammers continually use short-lived route an
nouncements to remain untraceable (Sec@pi small por-

tion of spam is sent by sophisticated spammers, who briefly
advertise IP prefixes, establish a connection to the vistim’
mail relay, and withdraw the route to that IP address space

This section provides an overview of techniques both fodsen
and for mitigating spam and discusses related work in thessessa

2.1 Spam: Methods and Mitigation

In this section, we offer background on the main techniqeesiu
by spammers to send email, as well as some of the more commonly
used mitigation techniques.

after spam is sent. Anecdotal evidence has suggested that

spammers might be exploiting the routing infrastructure to
remain untraceablel] 30]; this paper quantifies and docu-
ments this activity for the first time. To our surprise, we-dis

2.1.1 Spamming methods

Spammers use various techniques to send large volumes bof mai
while attempting to remain untraceable. We describe skwdra

covered a new class of attack, where spammers attempt t0inage techniques, beginning with “conventional” methatt gro-

evade detection by hijackinigrge IP address blockse(g,
/8s) and sending spam from widely dispersed “daiik&.(
unused or unallocated) IP addresses within this space.

Beyond these findings, this paper’s joint analysis of sdvera
datasets provides a unique window into the network-levatatr
teristics of spam. To our knowledge, this paper presentdiitsie
study that examines the interplay between spam, botnedsthen
Internet routing infrastructure.

We acknowledge that our spam corpus represents only a sin-

gle vantage point, and, as such, drawing general conclsisibaut
Internet-wide spam is not possible. Our goal is not to presen-
clusive figures about Internet-wide characteristics ofrsdadeed,
the data we have collected is a small, localized sample afpalin
traffic, and our statistics may not be reflective of Interwéte char-
acteristics. However, the spam we have collected represenin-
teresting dataset as it reflects th@mplete set of spam emails re-
ceived by a single Internet domaihhis dataset exposes spamming
as a typical network operator for some Internet domain nedgt
witness it. This unique view can help us better understanethgr
the features of spam that any single network operator observ
could be useful in developing more effective filtering teiciues.

With these goals in mind and an understanding of the context
of our data, we offer the following additional observatiarsthe
implications of our results for the design of more effectieeh-
niques for spam mitigation, which we revisit in more detaiSec-
tion 7. First, the ability to trace the identities of spammers big
on securing the routing infrastructure. Second, the thistion of
spam and botnet activity across IP space suggests thagrfar §°
address ranges and networks, spam filters might monétwork-
wide spam arrival patterns and attribute higher levels of simpic
to spam originating from networks with higher spam activ@jwen
the highly variable nature of the content of spam messagest-i
porating general network-level properties of spam intefdtmay
ultimately provide significant gains over more traditionathods
(e.g, content-based filtering), both through increased rolasstn
and the ability to stop spam closer to its source.

The rest of this paper is organized as follows. Secfagpro-
vides background on spamming and an overview of previous re-
lated work. In Sectio3, we describe our data collection techniques
and the datasets we used in our analysis. In Sedtiare study the
distribution of spammers, spamming botnets, and legignmaail
senders across IP address space. Seétipresents our findings
regarding the relationship between the spam received atiol
holes and known spamming bots. Sectioexamines the extent to
which spammers use IP addresses that are generally unbéacha

gressing to more intricate techniques.

Direct spamming. Spammers may purchase upstream connec-
tivity from “spam-friendly ISPs”, which turn a blind eye the
activity. Occasionally, spammers buy connectivity anddsgpam
from ISPs that do not condone this activity and are forcedhsmge
ISPs. Ordinarily, changing from one ISP to another wouldiiex
a spammer to renumber the IP addresses of their mail relays. T
remain untraceable and avoid renumbering headaches, ssramm
sometimes obtain a pool of dispensable dialup IP addreseasd,
outgoing traffic from a high-bandwidth connection the IP radd
spoofed to appear as if it came from the dialup connectiod, an
proxy the reverse traffic through the dialup connection hadke
spamming host<2f].

Open relays and proxies.Open relays are mail servers that
allow unauthenticated Internet hosts to connect and refagile
through them. Originally intended for user conveniereg(to let
users send mail from a particular relay while they are tiagebr
otherwise in a different network), open relays have beetoérpgl
by spammers due to the anonymity and amplification offered by
the extra level of indirection. It appears that the wideagréeploy-
ment and use of blacklisting techniques have all but exisigd
the use of open relays and proxies to send spzin2g].

Botnets. Conventional wisdom suggests that the majority of
spam on the Internet today is sent by botnets—collectiomaaf
chines acting under one centralized controlldr 4, 31]. The
W82/ Bobax (“Bobax”) worm (of which there are many variants)
exploits the DCOM and LSASS vulnerabilities on Windows sys-
tems [L8], allows infected hosts to be used as a mail relay, and at-
tempts to spread itself to other machines affected by theeatal-
nerabilities, as well as over email. This paper studies dieork-
level properties of spam sent by Bobax drones. Agobot andd8DB
are two other bots purported to send spdi].[

BGP spectrum agility. This study has discovered a new type of
cloaking mechanism—BGP “spectrum agility"—whereby spam-
mers briefly announce (often hijacked) IP address space from
which they send spam and the routes to that IP address spage on
the spam has been sent. Although we have observed this behavi
informally several years ag6]and subsequent anecdotal evidence
has suggested that spammers may use this techriifjuaif study
thoroughly documents this activity, and further finds thetramers
may be using spectrum agility to complement spamming byrothe
methods.

2.1.2 Mitigation techniques
Techniques for mitigating spam are as varied as techniques t

(e.g, using short-lived BGP route announcements) to send spamsend spam, and most existing techniques have significant- dra



backs. One of the most widely used anti-spam techniqufiiseis
ing, which typically classifies email based on ésntent content-
based filtering uses features of the contents of an emaifiddrs
or body to determine whether it is likely to be spam. Conteased
filters, such as those incorporated by popular spam filtkesSpa-
mAssassin27], successfully reduce the amount of spam that ac-
tually reaches a user’s inbox. On the other hand, conteseebfil-
tering has drawbacks. Users and system administrators const
tinually update their filtering rules and use large corpusfespam
for training; in response, spammers devise new ways ofiladféne
contents of an email to circumvent these filters. The costadiag
content-based filters for spammers is negligible, sincenspers
can easily alter content to attempt to evade these filters.

In addition to performing content-based checks, many miail fi
ters, including SpamAssassin, also perform lookups toraite
whether the sending IP address is in a “blacklist”. Bladklisf
known spammers, open relays and open proxies remain one of to
day’s predominant spam filtering techniques. There are rilane
30 widely used blacklists in use today; each of these liste[s
arately maintained, and insertion into these lists is basethany
different types of observations.g, operating an open relay, send-
ing mail to a spam trap, etc.). The results in this paper—in pa
ticular, that IP address space is often “stolen” to send saath
that many bot IP addresses are short-lived—indicate tieatahg-
standing method for filtering spam could become much legseff
tive as spammers adopt these more sophisticated techniques

2.2 Related Work

In this section, we first review previous work that has stddie
various spamming and spam-mitigation techniques, as wela
behavior of various worms and botnets. We then briefly dspus-
vious studies of unorthodox routing announcements. Pusvimrk
has studied each of these phenomena to some degree inasplati
but this study is the first to perform a joint analysis of spangoe-
havior, botnet characteristics, and Internet routing tidelbeinder-
stand the characteristics and network-level behavior afrspers.

2.2.1 Spam and botnets

Previous studies have investigated the behavior and pireper
worms, botnets, and other spam sources. Castdbused passive
measurements of packet traces captured from about 2,500 spa
sources to estimate the bottleneck bandwidths of rough9Q2b

In Section5, we correlate spam arrivals with traces of hosts
known to be infected with malware. Mooe¢al.found that the ma-
jority of hosts—and more than 80% of the hosts in Asia—did not
patch the relevant vulnerability until well after actuatioeak [L9],
which makes it more reasonable to assume that IP addresses of
Bobax drones remain infected for the duration of our spacetra

2.2.2 Mitigation

A recent presentation from the SpamAssassin project dissus
several techniques that the SpamAssassin spam filterindéso
incorporated to detect forged- Mai | er headers, weak “hash-
busting” schemes, etcl7]. Although their work also involves re-
verse engineering, the project focuses on analyzing cwaitents
to reverse-engineer spamming tools and techniques (watigoial
of using this analysis to incorporate better content-fitigrrules
into SpamAssassin). Though our paper also studies suclepiep
of spam, our analysis hinges on network-level properties—itf-
stance, the IP address of the last remote mail relay (whieviqus
work has also observed as one of the few parts of the SMTP heade
that cannot be forged.p])—rather than the artifacts of spamming
software that appear in email content.

Junget al. performed a study of DNS blacklist (DNSBL) traffic
and the effectiveness of blacklists3] and observed that 80% of the
IP addresses that were sending spam were listed in DNSBLs two
months after the collection of the traffic trace. Our studyoahea-
sures the effectiveness of DNSBLs albeit in real time—weréra
whether a host IP is listed in a set of DNSBéisthe time the host
spammed our domaiiwVhile we also find that about 80% of the re-
ceived spam was listed in at least one of eight blackliststshihat
employ spamming techniques such as BGP spectrum agility ten
to be listed in far fewer blacklists. We also find that evenriist
aggressive blacklist has a false negative rate of about 50%.

2.2.3 Unorthodox route announcements

Feamsteet al. studied route advertisements for “bogon” IP ad-
dress space.€., private address space or unassigned addreges) [
However, since bogus or reserved address ranges are vogiiakn
transit ISPs often filter them, resulting in little or no sp&mm
such ranges. Cursory studies have suggested that spandwers a
tise routes to hijacked IP prefixes for short amounts of tiongeind
spam B, 28, 30]. In Section6, we quantify the extent to which the
sending of spam coincides with short-lived BGP route anneun
ments for IP prefixes containing the mail relays that sendhspa

TCP flows from spam sources and found peaks at common band-

widths .9, modem speedsP]. Kumar et al. deconstructed the
source code of the “Witty” worm to estimate various propsti
about Internet host&(g, host uptime) as well as about the propaga-
tion of the worm itself €.g, who infected whom)14]. In contrast,
our work explores the behavior of spammers in depth, althoug
also peripherally study malware whose exclusive purpotesend
spam {.e., the “Bobax” drone).

Several previous and ongoing projects are studying spagimer
attempts to harvest email addresses for the purposes ofispagm
For instance, Project Honeypot sinks email traffic for uusk
records and hands out “trap” email addresses to investigatest-
ing behavior and to help identify spamme23][ A previous study
has used the data from Project Honeypot to analyze the method
employed by spammers; monitor the time it takes from when an
email address is harvested to the time when that addressefirst
ceives spam; the countries where most harvesting infresi is
located; and the persistence (across time) of various si@mneep2].

We present preliminary results from a similar study in a tecél
report version of this pape24].

3. Data Collection

This section describes the datasets that we use in our &alys
Our primary dataset consists of the actual spam email messag
collected at a large spam sinkhole. To study the specificachar
teristics of certain subsets of spammers, we augment théseta
with three other data sources. First, to compare the netlevek
characteristics of spam received at our sinkhole with singhar-
acteristics oflegitimateemail traffic, we obtain a corpus of email
logs from a large email provider who automatically rejeatsaé
likely to be spam (thus allowing us to distinguish legitimanail
from spam). Second, we intercept the “command and contraf t
fic from a Bobax botnet at a sinkhole to identify IP addreskas t
were infected with the Bobax worm (and, hence, are likely mem
bers of botnets that are used for the sole purpose of sengamy)s
Third, we collect BGP routing data at the upstream bordeterou
of the same network where we are receiving sjgaith monitor the
routing activity for the IP prefixes corresponding to the tlli@sses
from which spam was sent.
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Figure 1: The amount of spam received per day at our sinkholerbm
August 2004 through December 2005.
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3.1 Spam Email Traces

To obtain a sample of spam, we registered a domain matle-
gitimate email addressesnd established a DNS Mail Exchange
(MX) record for it. Hence, all mail received by this servesgam.
The “sinkhole” has been capturing spam since August 5, 20i04.

boxes, it performs extensive spam filtering at its incomingT®
servers. Accordingly, the logs for this mail server recdot,each
SMTP connection attempt, the time at which the connectien at
tempt was made, the IP address of the connecting host, whbthe
mail was accepted or rejected, and, if the email was rejetied
reason for rejection. Using these logs, we can estimatectveonk-
level properties of email that this domain deems to be legite.
We performed our analysis over approximately 700,000 giete
legitimate mail, as received at this provider's mail sererrJune
13, 2006. Although the corpus of legitimate mail is from detiént
domain than our sinkhole, both the spam sinkhole and the iloma
for legitimate email constitute large, domain-wide datarses for
spam and legitimate mail, respectively, and are represestam-
ples of spam and legitimate email that could be expectedyat an
Internet domain.

3.3 Botnet Command and Control Data

To identify a set of hosts that are sending email from botnets
we used a trace of hosts infected by th&2/ Bobax (“Bobax”)
worm from April 28-29, 2005. This trace was captured by hiac
ing the authoritative DNS server for the domain running thm¢
mand and control of the botnet and redirecting it to a machine
a large campus network. This method was only possible becaus
(1) the Bobax drones contacted a centralized controll@gusido-

ure 1 shows the amount of spam that this sinkhole received per day main name, and (2) the researchers who obtained the trage wer

through January 6, 2006 (the period of time over which we oohd
our analysis). Although the total amount of spam receive@mon
given day is rather erratic, the data indicates two ungettiiends.
First, the amount of spam that the sinkhole is receiving gelye
appears to be increasing. Second, and perhaps more trguthien

able to obtain the trust of the network operators hostingtfibor-
itative DNS for that domain name. This technique directdidiof

the botnet to the honeypot, which effectively disables iitdpam-
ming for this period. On the upside, because all Bobax drooes
attempt to contact our command-and-control sinkhole rattien

number of distinct IP addresses from which we see spam on anythe intended command-and-control host, we can collect kepac

given day also appears to be on the rise.

In addition to simply collecting spam traces, the sinkhalasr
Mail Avenger [L6], a customizable Simple Mail Transfer Protocol
(SMTP) server that allows us to take specific actions upoeivec
ing email from a mail relay€.g, running traceroute to the mail
relay sending the mail, performing DNSBL lookups for theayed
IP address, performing a passive TCP fingerprint of the yelaf
have configured Mail Avenger to (1) accept all mail, regassle
of the username for which the mail was destined and (2) gather
network-level properties about the mail relay from whiclarspis
received. In particular, the mail server collects the folltg infor-
mation about the mail relayhen the spam is received

e the IP address of the relay that established the SMTP con-
nection to the sinkhole

e atraceroute to that IP address, to help us estimate the rietwo
location of the mail relay

e a passive B0f " TCP fingerprint, based on properties of the
TCP stack, to allow us to determine the operating system of
the mail relay

e the result of DNS blacklist (DNSBL) lookups for that mail
relay at eight different DNSBLs.

Note that, unlike many features of the SMTP header, thesert=a
are not easily forged.

3.2 Legitimate Email Traces

One of the motivations for our study was to determine whether
the network-level characteristics of spam differ markettlym
those of legitimate email. To perform this comparison, wted
a corpus of mail logs from a large email provider that runs sto
fix mail server. Because this provider manages millions oil-ma

trace to determine the members of the botnet.

To obtain a sample of spamming behavior from known botnets,
we correlate Bobax botnet membership from the 1.5-day tofce
Bobax drones with the IP addresses from which we receive gpam
the sinkhole trace. This technique, of course, is not peréeer the
course of our spam trace, hosts may be patched. Althoughnve ca
not precisely determine the extent to which the transieridmots
affects our analysis, previous work suggests that, evehifgrly
publicized worms, the rate at which vulnerable hosts areheat
is slow enough to expect that many of these infected hostairem
unpatched19]. We also acknowledge another shortcoming of our
approach: if hosts use dynamic addressing, different lfsstae of
which may be Bobax-infected and some of which may not be) may
use one of the IP addresses observed in the Bobax trace. Eowev
we believe that the resulting inaccuracies are small: Wernvies
a significantly higher percentage of Windows hosts in thessub
of spam messages sent by IP addresses in our Bobax tracethan i
the complete spam dataset, which indirectly suggestshbdidsts
with IP addresses from the Bobax trace were indeed part afrasp
ming botnet when they spammed our sinkhole.

3.4 BGP Routing Measurements

In this paper, we study whether an IP address of the mail relay
from which we receive spam ieachableand how long it remains
reachable. We are particularly interested in cases wherata for
an IP address is reachable for only a short period of timegiding
with time at which spam was sent. To measure network-layeatre
ability from the network where spam was received, we cotkta
a “BGP monitor” in the same network as our spam sinkhole, sim-
ilar to that in our previous work7]. The monitor receives BGP
updates from the border router, and our analysis include&R B
update stream that overlaps with our spam trace. Since tim& mo



tor has an internal BGP session to the network’s border roitte
will see only those BGP updates that cause a change in therbord
router’s choice obestroute to a prefix. Despite not observing all
BGP updates, the monitor receives enough information tovalis

to study the properties afhort-lived BGP route announcements
the monitor will haveno route to the prefix at all if the prefix is
unreachable.

4. Network-level Characteristics of Spammers

In this section, we study some first-order network-levelreha
acteristics of spam sources. We survey the portions of IPeadd

space from which our sinkhole received spam and the ASes that

sent spam to the sinkhole. We also observe the persisterlcesaf
characteristics over time. To determine whether thesearktievel
characteristics could be suitable for filtering spam, we gara the
network-level characteristics of spam to the same chaiatits
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for legitimateemail, as received at a large domain that manages Figure 2: Fraction of spam email messages and comparison ‘itlegit-

approximately 40 million mailboxes.

We find that the distribution of spam across IP address sjgace i
(1) nearly identical to the legitimate mail distributionsith a few
exceptions), and (2) quite persistent over time. Still, disribu-
tion of spam senders across IP address space is far fronrmnifo
and spam arrival byP address rangés much more pronounced,
persistent, and concentrated than similar charactesibgiclP ad-
dress. Additionally, we find that a large fraction of spaneisaived
from just a handful of ASes: nearly 12% of all received spaigior
nates from mail relays in just two ASes (from Korea and Chiea,
spectively), and the top 20 ASes are responsible for sendiagy
37% of all spam. This distribution (as well as the main pegiets)
is also persistent over time. This heavily skewed distitusug-
gests that spam filtering efforts might better focus on iifgng
high-volume, persistent groups of spammexg{by AS number),
rather than on blacklisting individual IP addresses, manyhich
are transient.

4.1 Distribution Across Networks

To determine the address space from which spam was arriving

(“prevalence”) and whether the distribution across IP aesdskes
changes over time (“persistence”), we tabulated the spaouin
trace by IP address space. We find that spam arrivals acrepade
are far from uniform.

Finding 4.1 (Distribution across IP address space)The major-
ity of spam is sent from a relatively small fraction of IP aelsk
space.

imate email received (as a function of IP address space); alsfraction
of client IP addresses that sent spam, binned by /24.
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Figure 3: The number of distinct times that each client IP sethmail to
our sinkhole (regardless of the number emails sent in each Ieh).

that the distribution of these connections across IP addpace
is similar to that shown in Figur2. All of these distributions have
remained roughly constant over timee(, the results look similar
to those shown in Figurg). In contrast, individual IP addresses
are far more transient. FiguBshows that even though a few IP
addresses sent more than 10,000 emails, about 85% of dPiexat-|
dresses sent less than 10 emails to the sinkhole, indicdtadgar-

Figure 2 shows the number of spam email messages received 9eting an individual IP address might not help mitigate spath-

over the course of the entire trace, as a function of IP addyesce.
Several ranges of IP address space originate large amoantaf
traffic (both spam and legitimate), including space alledab ca-
ble modem providerse(g, 24.*) and the address space allocated
to the Asia Pacific Network Information Center (APNIC) reggd
Internet registry €.g, 61.*). Although most IP address ranges that
originate a significant amount of spam also originate a ldegit-
imate mail traffic, a few IP address ranges have significantlye
spam than legitimate maik(g, 80.*—90.*), and vice versae(g,
60.*~70.*). This characteristic suggests that it may besjtibs to
use IP address ranges to distinguish spam from legitimadé.em
We repeated the analysis of the network-level charadiesist
spam per day across months, per month across years, andtso for
We also compared the distribution of spam collected at qut-si
hole to the distribution ofejectedSMTP connections at the domain
where we performed our analysis of legitimate email and doun

out sharing information across domains. This finding hasrgoor-
tant implication for spam filter design: Though the indivadilP ad-
dresses from which spam is received changes from day-toduay
fact that spam continually comes from the same IP addsease
suggests that incorporating these more persistent feamay be
more effective, particularly in portions of the IP addregace that
send either mostly spam or mostly legitimate email.

In many cases, |IP address ranges are not adequate for distin-

guishing spam from legitimate email. To determine whethbeio
network-level properties, such as the AS from which the émwas
sent, could serve as better classifiers, we examined thédison
of spam across ASes and compared this feature to the distribu
of legitimate email across ASes.

Finding 4.2 (Distribution across ASes)More than 10% of spam
received at our sinkhole originated from mail relays in twBes,



AS Number| # Spam AS Name Primary Country
766 | 580559| Korean Internet Exchange Korea
4134 | 560765| China Telecom China
1239 | 437660| Sprint United States
4837 | 236434 China Network Communications  China
9318 | 225830 Hanaro Telecom Japan
32311 | 198185 JKS Media, LLC United States
5617 | 181270| Polish Telecom Poland
6478 | 152671| AT&T WorldNet Services United States
19262 | 142237 \Verizon Global Networks United States
8075 | 107056 Microsoft United States
7132 99585| SBC Internet Services United States
6517 94600| Yipes Communications, Inc. United States
31797 89698| GalaxyVisions United States
12322 87340 PROXAD AS for Proxad ISP France
3356 87042| Level 3 Communications, LLC United States
22909 86150/ Comcast Cable Corporation United States
8151 81721| UniNet S.A.de C.V. Mexico
3320 79987| Deutsche Telekom AG Germany
7018 74320| AT&T WorldNet Services United States
4814 74266| China Telecom China

Fraction of all spam received
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Figure 4: The fraction of spam emails that were listed in a cetain num-
ber of blacklists or more, at the time each mail was received.

Table 1: Amount of spam received from mail relays in the top 20ASes.
11 of the top 20 networks from which we received spam are primily
based in the United States.

AS Number| #Email AS Name Primary Country
15169 49500[ Google Inc. United States
5731 38238| AT&T WorldNet Services  United States
26101 30406| Yahoo United States
3561 22730 Sawvis United States
4355 17381| Earthlink, Inc United States
8560 16666| Schlund Partner AG Germany
8075 14699| Microsoft Corp United States
14779 13115| Inktomi Corporation United States
6541 12493| GTE.netLLC United States
14780 11597 Inktomi Corporation United States

Table 2: Top 10 ASes (by email volume) in our legitimate emaifrace.

and 36% of all received spam originated from only 20 ASes ®it
few exceptions, the ASes containing hosts responsiblesfalirsy
large quantities of spam differ from those sending largentjiti@s
of legitimate email.

The concentration of spammers in a small collection of affen
ing ASes—and the fact that this collection of ASes differsnir
the ASes responsible for sending legitimate email (withetheep- 8
tion of ASes 5731 and 8075)—suggests that spam filters should Prised over 40% of all spam from the top 20 ASes.
attribute more suspicion to email coming from ASes wherarspa
commonly originates. This observation begs the questiautab
why Figure2 does not show similar differences. Indeed, the spam-
ming behavior of specific IP address ranges deserves fisthey,
since Figure2 really only exposes macro-level behavior of IP ad-
dress ranges.g., differences for small IP address ranges may not
be visible in the figure). We are studying the behavior of fine-

grained address ranges in ongoing work.
Recent reports have claimed that most spam originates in the

United StatesH]. On the other hand, Figur2suggests that many
spamming hosts reside in IP address space that is allocateéd t
Asia-Pacific region€.g, 61.0.0.0/8). To perform a rough estimate
of the amount of spam originating from each country, we dased
the ASes from which we received spam to the countries wheseth
ASes were baseliTable1 also shows the distribution of hosts that

L Although some ASes span multiple countries, typically elegge transit
providers have different AS numbers for backbone netwonkgifferent
countries. In any case, we use frdmary country where the AS is based.

08 r

0.6 -

04r

Fraction of Spam listed

02

Blacklist

Figure 5: The cumulative fraction of spam emails that were Isted in
each blacklistat the time each mail was received, sorted from most ag-
gressive to least aggressive blacklist.

sent spam to the sinkhole by country, for the top 20 ASes from
which we received spam.

Finding 4.3 (Distribution by country) Although the top two ASes
from which we received spam were from Asia, 11 of the top 28 ASe
from which we received spam were from the United States amd co

We mapped the most prolific IP addrese.( the top 11.6% of IP
addresses, responsible for 65% of all spam received atrikeale)

to their respective countries. Our analysis indicatesribatly three
times as much spam in our trace originates from ISPs baséa in t
United States than from either of the next two most prolifiarco
tries (Korea and China, respectively). This conclusionsddiéer
from other reports, which also indicate that most spam cdnoes
the U.S., but to a much lesser degree. The distribution ahdpa
country, when compared to the statistics for legitimateie(ia-
ble 2), also suggests that, in some cases, assigning a highér leve
of suspicion according to an emait®untry of origin may be an
effective filtering technique for some networks.

4.2 The Effectiveness of Blacklists

Given the transience of each IP address sending spam taur si
hole (.e., the results shown in Figu®), we suspected that filtering
based on IP address, a method commonly employed by DNSBLs,
would be relatively ineffective. To test this hypothesig used the



results from real-time DNSBL lookups performed by Mail Agen
to 8 different blacklistst the time the mail was received

Figure4 indicates that IP-based blacklisting is still working rea-
sonably wellif many blacklists are consulted simultaneougly-
though 20% of spam came from IP addresses that were notilisted
anyblacklist, (as shown by the middle line “All spam”, where abo
80% spam was listed in at least one blacklist), more than 50% o
such spam was listed in two or more blacklists, and 80% weelis
in two or more blacklists.

More troubling, however, is that the spam that we receivethfr
spammers using “BGP spectrum agility” techniques (as dsestr
in Section2) are not blacklisted nearly as much: half of these IP
addresses do not appearany blacklist, and only about 30% of
these IP addresses appear in more than one blacklist.

Finding 4.4 (Effectiveness of blacklists)Nearly 80% of all spam
was received from mail relays that appear in at least one glfiei
blacklists. A relatively higher fraction of Bobax dronesrevblack-

listed, but relatively fewer IP addresses sending spam Bbart-

lived BGP routes were blacklisted—only half of these mady®

appeared in any blacklist.

Although this finding appears to suggest that DNSBLs aretfie
at identifying most types of spam based on IP address, thigynsa
actually not as bright as it appears. First, this result &ebson an
aggressive approach that sends queriesghtblacklists; Figureés
shows the cumulative fraction of spam listed in each blatkiiom
most aggressive DNSBL to least aggressive and shows that eve
the most aggressive blacklist, Spamcop, only lists abdéiofiall
spam received. Second, many of the more aggressive blsckies
known to have a significant number of false positives. Finallen
aggressive mechanisms, such as querying eight differacklidts,
are fairly ineffective at identifying IP addresses using-esophis-
ticated cloaking technique.g, the BGP spectrum agility tech-
nique, which we discuss in more detail in Sect@)n

5. Spam from Botnets

In this section, we amass circumstantial evidence thatesigg
that a majority of spam originates from bots. Although, giveir
limited datasets, we cannot determine a precise fractiagheofo-
tal amount of spam that is coming from bots, we use our trace of
“Bobax” command and control data to study the patterns offspa
that are being sent from hosts that are known to be bots, Riest
study the activity profile of drones from the “Bobax” botnetda
find that the IP address space where we observe worm actesiygb
close similarity to the IP address space where we obsenat-sp
ming activity (Finding4.1). Second, we observe that about 70%
of all remote hosts spamming our sinkhole—and 95% of hosts fo
which we could attribute some operating system—appear torbe
ning Windows; additionally, these hosts each send relstilsv
volumes of spam to the sinkhole, regardless of their persist

5.1 Bobax Topology
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Figure 6: The number of all Bobax drones, and the amount of spam
received from those drones at the sinkhole, as a function o address
space. On thez-axis, IP address space is binned by /24.

space, which indirectly suggests that much of the spamwedei
at the sinkhole may be due to botnets such as Bobax.

This similarity provides evidence of correlation, not cality, but
the fact that the distribution of IP addresses from whichnsis
received more closely resembles botnet activity than theaspof
IP addresses of legitimate email suggests that a signifarantint
of spam activity may be due to botnet activity.

Although the range 60.* — 67.* has a significant fraction airsp
ming IP addresses (Figu®, we see relatively less spam from
Bobax drones from this space, which led us to suspect that-spa
mers may be using techniques other than botnets for sendarg s
from many of the hosts in this range. Indeed, in Sectowe
present findings that suggest that one or more sophistigateghs
of spammers appear to be sending spam from a large number of ma
chines (or, perhaps, a smaller number of machines with ¢hauig
addresses), numbered from portions of unused IP spacentiisi
range that are unroutable except for when they are sendang.sp

5.2 Operating Systems of Spamming Hosts

In this section, we investigate the prevalence of each tipgra
system among the spam we received, as well as the total amount
of spam we received from hosts of each type. For this purpese,
used the passive OS fingerprinting tqudf , which is incorporated
into Mail Avenger; thus, we can attribute an operating syste
each remote host that sends us spam. Using this techniquegree
able to identify the operating system for about 75% of altb&®m
which we received spam. TabBshows the results of this study.
Roughly 70% of the hosts from which we receive spam, and 95%
of these hosts to which we could attribute an operating systen
Windows; this fraction is consistent with the fact that rblyg95%
of all hosts on the Internet run Window2(].

More striking is that, while only about 4% of the hosts from
which we receive spam are from hosts are running operatisg sy

We studied the prevalence of spamming hosts versus the-preva (g mg other than Windows, this small set of hosts appears to be

lence of known Bobax drones to better understand how the-dist
bution of IP addresses of Bobax-infected hosts compareuettRt
distribution of spammers in general. Fig@@eshows the results of
this analysis; the distribution dafll Bobax-infected hosts is quite
similar to that of the distribution of all spammers (Fig@)e

Finding 5.1 (Bobax vs. spammer distribution) Spamming hosts
and Bobax drones have similar distributions across IP adsre

responsible for at least 8% of the spam we receive. The fracti
while not overwhelmingly large, is notable because of thavea-
tional wisdom that most spam today originates from compseuhi
Windows machines that are serving as botnet drones.

Finding 5.2 (Prevalence of spam relays by OS typefAbout 4%
of the hosts sending spam to the sinkhole are not Windows host
but our sinkhole receives about 8% of all spam from theseshost



Operating System Client$ Total Spam
Windows 854404 (70% 5863112 (58%)
- Windows 2000 or XP 604252 (49% 4060290 (40.2%)
- Windows 98 13727 (1.1% 54856 (0.54%)
- Windows 95 559 £0.1%) 2797 €0.1%)

- Windows (other/unconfirmed 235866 (19%) 1745169 (17.2%)
Cintix 28137 (2.3%) 557377 (5.5%)
FreeBSD 6584 (0.5% 152456 (1.5%)
MacOS 2944 (0.2%) 46151 (0.4%)
Solaris 1275 0.1%) 18084 (0.2%)
OpenBSD 797 0.1%) 21496 (0.2%)
Cisco I10S 736 € 0.1%) 5949 £0.1%)
NetBSD 44 € 0.1%) 327 K0.1%)
HP-UX 31 (< 0.1%) 120 €0.1%)
True4 26  0.1%) 143 €0.1%)
AIX 23 (< 0.1%) 366 £0.1%)
OpenVMS 18 € 0.1%) 62 0.1%)
IRIX 7 (< 0.1%) 62 0.1%)
Other/Unidentified 128580 (10.494) 1212792 (12%)
No Fingerprint 204802 (16.7% 2225410 (22%)
Total 1228403 10103837

Table 3: The operating system of each unigue sender of receid spam,
as determined by passive OS fingerprinting.

A significant fraction of the spamming infrastructure is aggntly
still Unix-based?
5.3 Spamming Bot Activity Profile

The results in Sectiob.2indicate that an overwhelming fraction
of spam is sent from Windows hosts. Because a very largadract

from botnets is quite high. Unfortunately, there are no méphes
for isolating botnets from mail logs alone; we can only deiiee
whether a particular piece of spam originated from a botased
on whether the IP address of the relay sending the spam apipear
our trace of machines known to be infected with Bobax.

Even this information is not sufficient to answer questionsa
the amount of spam coming from botnets, since machines other
than Bobax-infected hosts may be enlisted in spamming botne
Indeed, good answers to this question depend on both aatlitio
vantage pointsif., sinkhole domains) and better botnet detection
heuristics and algorithms. Not only will more vantage psiahd
better detection algorithms aid analysis, but they may pfsve
useful for massively collaborative spam filtering—idegfion of
botnet membership, for example, could prove a very effedia-
ture for identifying spammers.

At our spam sinkhole, we receive spam from only 4,693 of the
117,268 Bobax-infected hosts in our command-and-contaalet
This small (though certainly non-negligible) view into tBebax
botnet emphasizes the need for observing spamming behaivior
multiple domains to observe more significant spamming padte
of a botnet. Nevertheless, this set of hosts that appearibattr
spam logs and in the Bobax trace can provide useful insigbt in
the spamming behavior and network-level propertiemdividual
bots; it also appears to be a reasonable cross-section sjaath-
ming bots (Figures indicates that the IP distribution of bots from
which our sinkhole receives spam is quite similar to theritiist
tion of all spamming hosts across IP address space as shown in
Figure2).

of spam comes from Windows hosts, our hypothesis is that many 5 3 2  Persistence

of these machines are infected hosts that are bots. In tti®se
we investigate the characteristics of spamming hosts thdtrewn
to be Bobax drones. Specifically, we seek to answer the failpw
three questions:

1. Intersection: How many of the known Bobax drones send
spam to our sinkhole?

2. Persistence:For how long does any particular Bobax drone
send spant?

3. Volume: How much of the spam from Bobax drones origi-
nates from hosts that are only active for a short period of
time?

The rest of this section explores these three questionisoidth our
trace sees spam from only a small fraction of all Bobax-itgec
drones, this sample nevertheless can offer insight intbéhavior
of spamming bots.

5.3.1 Intersection and prevalence

To satisfy our curiosity (and to compare with other claimeuth
the amount of spam coming from botned})[ we wanted to deter-
mine the total fraction of received spam that originateanfimot-
nets versus other mechanisms. The circumstantial evidar®ec-
tions5.1and5.2 suggests that the fraction of spam that originates

2Alternatively, this spam might be sent from Windows machinehose
stacks have been modified to emulate those of other opeststgms. Al-
though we doubt that this is likely, since most spam filtexdagodo not
employpOf checks, we acknowledge that it may become more common in
the future, especially as spammers incorporate theseitpem

3Previous work has noted that the “DHCP effect” can creatergfin es-
timation for both persistence and prevalenea( a single host could dy-
namically be assigned different IP addresses over tit@) pAlthough the
DHCP effect can introduce problems for estimating the tpggdulation of
a group of spammers, it is not as problematic for the questioa study
in this paper. Since one of our objectives is to study thecttfeness of
IP-based filtering (rather than, say, count the total nurobéosts), we are
interested more in measuring the persistend® @fddressesnot hosts.

Figure 7 shows the persistence of each Bobax-infected IP ad-
dress that sent spam to the sinkhole. The figure indicateghba
majority of botnets make only a single appearance in ourefrac
these “single shot” bots account for roughly 25% of all spaat t
is known to be coming from Bobax drones.

Finding 5.3 (Single-shot bots)More than 65% of IP addresses of
hosts known to be infected with Bobax send spam only once, and
nearly 75% of these addresses send spam to our sinkholedrdoma
for less than two minutes, although many of them send several
emails during their brief appearance.

Of the spam received from Bobax-infected hosts, about 2586 or
inated from hosts that only sent mail from IP addresses thigt o
appeared once. The persistence of Bobax-infected hostaepi
be mildly bimodal: although roughly 75% of Bobax drones per-
sist for less than two minutes, the remainder persist foryaada
longer, about 50 persist for about six months, and 10 pdsishn-
tire length of the trace. Although these short-lived botsndoyet
send the majority of spam coming from botnets, this “singlet’s
technigue may become more prominent over time as netwost-le
filtering techniques improve and spammers employ more stiphi
cated evasion techniques.

Because most bot IP addresses are short-lived, we hypoidesi
that IP-based blackliste (g, DNSBL filtering) would be somewhat
ineffective for blocking spam. To our surprise, Figdrehows that
the botnet hosts from which we received spam were actuadige
likely to be listed than the typical spamming mail relay lfaligh,
as we describe in Sectidn2, the technique appears to be somewhat
ineffective in general). Intuitively, this result is jufitible, because
other domains likely received spam from drones with the sime
addresses. This result also demonstrates the benefitslabaal-
tive spam filtering, which facilitates the identificationggammers



catalog the IP addresses of likely spammers so that spams filte
may later send queries to determine whether an email wasgent
a likely spammer. Of course, this technique implicitly asss a
connection between an IP address and the physical infcasteu
that a spammer uses to distribute email. In this section,tudys
the extent to which spammers use such transient identijiexb
amining spam received by the sinkhole domain that coincidés

Percentage of bots

04 1 short-lived BGP route announcements.
Informal anecdotes have claimed that some spammers brikfly a
02l | vertise portions of IP address space, send spam from maijlsel

with IP addresses in that space, and subsequently withdraw t
routes for that space after the relays have sent spa?8[30]. This
L 10 100 1000 10000 100000 1ew06  1e+07  1es08 practice makes it difficult for end users and system adnmitists
wifetime (i seconds) to track spam sources because the network from which a pfece o

spam was sent is likely to be unreachable at the time a usges$od
a complaint. Although it is technically possible to log BGRiting
announcements and mine them to perform post-mortem agalysi
the relative difficulty of doing so (especially since mostwark
400 . . operators do not monitor interdomain routes in real timegns
asof 1 tially makes these spammers untraceable.

Little is known about (1) whether the technique is used muach i
. practice (and how widespread it is), (2) what IP space spasmime
208 1 tend to use to mount these types of attacks and (3) the aneounc

Figure 7: Bobax drone persistence.
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1500 . of questions about the use of short-lived BGP routing anoeun
e ments for sending spam:
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Figure 8: Number of spam email messages received vs. bobaxate .
persistence. e Length of short-lived BGP announcemernittow long do
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that send only a single piece of spam but send spam to multiple

domains. As we will see, sending spam from IP address space correspond

53.3 Volume and Rate ing to short-lived route announcementsnist, by any means, the
dominant technique that spam is sent today (when this tqakni
' is actively being used, it accounts for no more than 10% of all
spam we receive, and it generally accounts for much less): Ne
ertheless, because our domain only observes spammingibehav
from a single vantage point, this technique may be more cammo
than we are observing. Additionally, because this techaigunot
well defended against today, and because it is complenyetdar
other spamming techniques.g, it could conceivably be used to
cloak botnets), we believe that this behavior is worth ditben par-
ticularly since some of the techniques we obsene, (hijacking
large prefixes) represents a significant departure fromergional
wisdom on prefix hijacking.

6.1 BGP Spectrum Agility

Figure8 shows the amount of spam sent for each Bobax drone
plotted against the persistence of each drone. This grapissihat
most Bobax drones do not send a large amount of spagardless
of how long the drone was activendeed, nearly all of the Bobax
drones observed in our trace send fewer than 100 pieces of spa
over the entire period of the trace. This finding suggestssibam-
mers have the ability to send spam from a large number of hosts
each of which is typically used for a short period of time ardnty
always used to send only a relatively small amount of sparasTh
not only are IP-based filtering schemes likely to be ineffectut
volume-basedletection schemes for spamming botnets may also
be ineffective.

Finding 5.4 (Spam arrives from bots at very low rates) Figure9 shows an example &1. 0. 0. 0/ 8 being announced

Regardless of persistence, 99% of bots sent fewer than 100py AS 4678 for a brief period of time on September 30, 2005; dur

pieces of spam to our domain over the entire trace. ing which spam was also sent from IP addresses containethwith
this prefix.

Most persistent bots sent fewer than 100 pieces of spam &irdur
hole, indicating that typical rates of spam from Bobax diier
spam received by a single domaare less than a single piece of
spam per bot per day.

To investigate further the extent to which this techniquased
in practice, we performed a joint analysis of BGP routingadate-
scribed in Sectiof8.4) and the spam received at our sinkhole, which
is co-located with the BGP monitor. Given the sophistigatie-
. quired to send spam under the protection of short-livedmguan-
6. Spam from Transient BGP Announcements nouncements (especially compared with the relative soitplof
Many spam filtering techniques leverage the ability to ey purchasing access to a botnet), we doubted that it was piartic
identify a spammer by its IP address. For example, DNS hlstskl prevalent. To our surprise, a small number of parties apiehe
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Figure 9: Observation of a short-lived BGP route announcemet for
61. 0. 0. 0/ 8, spam arriving from mail relays in that prefix, and the
subsequent withdrawal of that prefix.
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Figure 10: Observation of a short-lived BGP route announcerant for
82. 0. 0. 0/ 8, spam arriving from mail relays in that prefix, and the
subsequent withdrawal of that prefix.

using this technique to send spam quite regularly. In fackihg in
further detail at the several (prefix, AS) combinations, Wwsesved
the following remarkable patterns:

e AS 21562, an Internet service provider (ISP) in Indianapoli
Indiana (according toa. net andari n. net), originated
routing announcements f616. 0. 0. 0/ 8.

e AS 8717, an ISP in Sofia, Bulgaria, originated announce-
ments for82. 0. 0. 0/ 8.

e In a third, less persistent case, AS 4678, an ISP
in Japan, Canon Network Communications (according
to apni c. net), originated routing announcements for
61.0.0.0/8.

We were surprised that three of the most persistent prefixes i
volved in short-lived BGP routing announcements were sgelar
Although some short-lived routing announcements may beanis
figurations [L5], the fact that these routing announcements contin-
ually appear, that they are for large address blocks, artcthbg
typically coincide with spam arrivals (as shown in Fig@jeaised
our suspicion about the veracity of these announcemendseth
not only are these route announcements short-lived andkiija
but they are also for large address blocks. Although the fisege
address blocks might initially seem surprising, the disttion of
the IP addresses of hosts sending spam using this technigue s
gests the following theory.
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Figure 11: CDF of the length of each short-lived BGP episodefrom
September 2005-December 2005.

Finding 6.1 (Spectrum Agility) A small, but persistent, group of
spammers appear to send spam by (1) advertising (in faetchij
ing) large blocks of IP address spadee(, /8s), (2) sending spam
from IP addresses that are scattered throughout that spand,
(3) withdrawing the route for the IP address space shorttgrathe
spam is sent.

We have called this technique “spectrum agility” becauss-it
lows a spammer the flexibility to use a wide variety of IP addes
within a very large block from which to send spam. The largadP
dress block allows the mail relays to “hop” between a largalner
of IP addresses, thereby evading IP-based filtering teaksitjke
DNSBLs. Judging from Figurd and our analysis in Sectioh2,
the technique seems to be rather effective. As an added Henefi
route announcements for shorter IP prefixes, (larger blocks of
IP addresses) are less likely to be blocked by ISPs’ rougedithan
route announcements or hijacks for longer prefixes.

Upon further inspection, we also discovered the following i
teresting features: (1) the IP addresses of the mail relagyg-s
ing this spam are widely distributed across the IP addreasesp
(2) the IP addresses from which we see spam in this address spa
typically appear only once; (3) on February 6, 2006, attesnipt
contact the mail relays that we observed using this teclenigu
vealed that that roughly 60-80% of these hosts were not adeh
byt racer out e; (4) many of the IP addresses of these mail relays
were located in allocated, albeit unannounced and unusediP
dress space; and (5) many of the AS paths for these announteme
contained reserved. ¢., to-date unallocated AS numbers), suggest-
ing a possible attempt to further hamper traceability bygifoy ele-
ments of the AS path. We are at a loss to explain certain aspéct
this behavior, such as why some of the machines appear tdRave
addresses from allocated space, when it would be simplestép“
around” the allocated prefix blocks, but, needless to saysplam-
mers using this technique appear to be very sophisticated.

Whether spammers are increasingly using this technique-is i
conclusive. Still, many of the ASes that send the most spatim wi
this technique also appear to be relative newcomers. \taridihis
type of technique may be used in the future to make it morecdiffi
to track and blacklist spamming hosts, particularly sirfeetech-
nique allows a spammer to relatively undetectably commende
very large number of IP addresses.

6.2 Prevalence of BGP Spectrum Agility

Because of the volume of data and the relatively high cost of
performing longest-prefix match queries, we performed aerer
tensive analysis on a subset of our trace, from Septembes 200
till December 2005, to detect the fraction of spam comingnfro



short-lived announcements and to determine a reasonaigighth be a useful addition to today’s spam mitigation technigqlissng
old for studying short-lived announcements across theestrice. network-level information to help mitigate spam not onlpydes
Figure11 shows that, for all of the IP addresses for which we re- a veritable font of new features for spam filters, but netwlexel
ceived spam over the course of these four months, almost $9% o properties have two important properties that could paéyiead
the corresponding BGP routing announcements were anndunce to more robust filtering.

continuously for at least a day. In other words, most of theired

spam corresponded to routing advertisements that netrshort- 1. Network-level properties atess malleabl¢han those based
lived. On the other hand, this technique appears to be usemiit- on an email's contents.

tently, and during time periods when this activity was marevp- 2. Network-level properties may lmbservable in the middle of
lent, as much as 10% of all received spam coincides withmguti the networkor closer to the source of the spam, which may
announcements that lasted less than a day. allow spam to be quarantined or disposed of before it ever

reaches a destination mail server.

Finding 6.2 (Prevalence: Spam from Short-Lived Routes) _— . .
Only about 1% of spam was received from route that persisted From our findings, we derive the following lessons “?9""“?'".‘@
network-level behavior of spammers that could help in desiy

for Iegs than a single day, although during intervals wheis th better mitigation techniques.
technique was used more commonly, as much as 10% of all spam

coincided with routes that lasted less than a day. o . . . .
Lesson 1 Spam filtering requires a better notion of host identity.

Unfortunately for traditional filtering techniques, theaspmers — . .,
who are the most persistent across time are, for the mostqmart ~ YWe observed a significant amount of spam from “one-shot” bots
the spammers who send the most spam using this technique. In-21d Spammers using spectrum agility. Short-lived botsitdived
deed, only two ASes—AS 4788 (Telekom Malaysia) and AS 4678 BGP route hijacks, and dyn’amlc addressing effects foil tha-c
(Canon Network Communications, in Japan)—appear amory bot MON practice of using a host’s IP address as its identity.
the top-10 most persistent and most voluminous spammeng usi
short-lived BGP routing announcements. Lesson 2 Detection techniques based on aggregate behavior are

. more likely to expose nefarious behavior than techniquesdan
6.3 How Much Spam from Spectrum Agility? observations of a single IP address.

A comparatively small fraction of spam originates from IR ad
dresses that correspond to short-lived BGP route annowerdsm
(i.e., routing announcements that persist for less than a day) tha
coincide with spam arrival. The total amount of spam reckag a
result of this technique seems to pale in comparison to déuér
niques: no more than 10% of all spam—and more likely as Eitle
1%—appears to be sent using this technique. Although tbiste  Lesson 3 Securing the Internet routing infrastructure is a neces-
nique is not apparent for most of the spam we receive (aftea a| Sary Step for bolstering |dentlty and traceabi“ty Of emhders.
botnet makes traceability difficult enough), the few groopspam-
mers that employ this technique typically use it quite ragyl We
also observed that many of the ASes using this techniquenéor t
longest period of time dmot, in fact, rely on this technique for
sending most of their spam. Even the most prolific spamming AS
in this group, Malaysia Telekom, appears to send only abb%i 1
of their spam in this fashion.

Although comprehensive IP-based blacklisting is someweffat-
tive, blacklisting techniques may also benefit by explaitother
network-level properties such as IP addnesgjes some of which
(e.g, 80.*-90.*) send mostly spam.

Although BGP spectrum agility is by no means responsible for
most received spam, several characteristics make theitgghex-
tremely troubling. Most notably, the technique can be coredi
with other spamming techniques (possibly even spamming wit
botnets) to give spammers more agility in evading I1P-basackb
lists. Indeed, our analysis of DNSBLs indicates that sparammey
already be doing this. A routing infrastructure that instgmo-
vided protection against route hijacking (specificallyauthorized

Finding 6.3 (Per5|sten_ce vS- Vqume)I’he_ ASes from where announcement of IP address blocks) would make BGP spectrum
spammers most continually use short-lived route annouan&m agility attacks more difficult to mount

to send spam are not the same ASes from which the most spam

originates via this technique. . .
9 g Lesson 4 Some network-level properties of spam can be incorpo-

Many ASes that advertise short-lived BGP routing announce- rated relatively easily into spam filters and may be quiteaive
ments and send large volumes of spam from these routes do nott detecting spam that is missed by other techniques.
appear to be hijacking IP prefixes. In the case where spanmeolu
is high, these short-lived routing announcements may sircgh-
cide with spam being sent via another meang,(from a botnet).
The ASes that persistently advertise short prefixes, hawappear
to be doing so intentionally.

Although the BGP spectrum agility attack is particularlyywi-and
effective against DNSBLs—incorporating additional netkvtevel
features into spam filtering software such as “recently anoed
BGP announcement” should prove remarkably effective atcjue
ing this attack.
.. . Given the benefits that network-wide analysis could provate
7. Lessons for Better Spam Mitigation stemming spam, we imagine that the ability to witness theoe:-
Existing spam mitigation techniques have focused on either level behavior of spammeerossmultiple distinct domains could
throttling sendersg.g, recent attention has focused on cost-based also expose patterns that are not evident from a single do®aie
schemesq, 11]) or having receivers filter spam according to the organization might be able amass such a dataset either kiyosin
contentof a message. The results of this paper, however, highlight ing a large number of domains; for example, Project Hone}21gjt
several important lessons that strongly indicate that tileyonore solicits donations of MX records for registered domains tleanot
attention to the network-level properties of spammers thay receive email (though its corpus is still significantly skeathan



ours). As we have discovered thus far from our initial exgeces
establishing new sinkholes, attracting spam to a new dota&es
some effort (we found some amusement in the difficulty obattr
ing spam when we actually wanted to receive it). In additmnog-
ing sinkholes, network operators might share network}istagis-
tics of received email fromeal network domains to pre-emptively
detect and filter spamming hosts.

8. Conclusion

This paper has studied the network-level behavior of spaisime
using a joint analysis of a unique combination of datasetd7a
month-long trace of all spam sent to a single domain with-tiead
traceroutes, passive TCP fingerprints, and DNSBL lookuplt®s
BGP routing announcements for the network where the simgshol
are located; command and control traces from the Bobax sjyamm
botnet; and mail logs from a large commercial email provider

This analysis allowed us to study some new and interestieg-qu
tions that should guide the design of better spam filters énfth
ture, based on the lessons in SectforWe studied network-level
behavior of spammers and compared these characteristicage
of legitimate email, noting some differences that coulglheéntify

spammers by IP address space or AS. We also used “grount! truth [14]

Bobax drones to better understand the characteristicsaofispng
botnets, and we found that most of these drones do not appesr t
visit the same domain twice. While this property does noeappo
hamper the use of blacklists for identifying bots (emphagizhe
benefits of collaborative spam filtering), we found that klists
were remarkably ineffective at detecting spamming relbgs $ent
spam from IP addresses scattered throughout a briefly aneadun
(and typically hijacked) IP address block—a new techniqeecall
“BGP spectrum agility”. This technique is lethal becausmitkes
traceability and blacklisting significantly more difficuspam fil-
ters that incorporateetwork-levebehavior could not only mitigate
this class of attack and many others, but they could alscepimbe
more resistant to evasion than content-based filters.

Acknowledgments

We thank David Mazieres, David Dagon, and Suresh Ramasubra [21]

manian, whose traces made this study possible. We are alsdigr

to David Maziéres for supporting Mail Avenger, to Hari Baiigh-
nan for inspirational discussions and the use of physicuees

at MIT, and to David Andersen, Randy Bush, Wenke Lee, Vern Pax
son, Michael Walfish, the anonymous reviewers, and our sreph
Adrian Perrig, for helpful feedback. Finally, we thank thatBpos-
itory project and Emulab for providing resources that wedlise
our analysis.

REFERENCES

[1] D. Bank and R. Richmond. Where the Dangers Ariee Wall Street
Journal July 2005ht t p: // onl i ne. wsj . cont publ i c/
articlel

SB112128442038984802- wAqR772hj UeqGT2WFI cA3_
FNj E220060717. ht m .

M. Casado, T. Garfinkel, W. Cui, V. Paxson, and S. Savage.
Opportunistic measurement: Extracting insight from spusitraffic.
In Proc. 4th ACM Workshop on Hot Topics in Networks (Hotnels-1V
College Park, MD, Nov. 2005.

CNN Technology News. Expert: Botnets No. 1 emergingrimé¢
threat.ht t p: / / www. cnn. com? 2006/ TECH i nt er net/ 01/
31/ furst/,Jan. 2006.

Description of coordinated spamming, Feb. 2006t p: / / ww.
wal t dnes. or g/ spam

[2]

[4]

[5] J. Evers. Most spam still coming from the UI8.t p: / / news.
com conf Mbst +spamtsti | | +com ng+f r omtt he+U. S. /
2100- 1029_3- 6030758. ht n1 , Jan. 2006.

N. Feamster. Open problems in BGP anomaly detectio@AIDA
Workshop on Internet Signal Processii&an Diego, CA, Nov. 2004.
N. Feamster, D. Andersen, H. Balakrishnan, and M. F. Kaek.
Measuring the Effects of Internet Path Faults on ReactivetiRg. In
Proc. ACM SIGMETRICSages 126-137, San Diego, CA, June
2003.

N. Feamster, J. Jung, and H. Balakrishnan. An Empiricati$ of
“Bogon” Route Advertisement®ACM Computer Communications
Review 35(1):63—-70, Nov. 2004.

Goodmail Systems, 20061t t p: / / www. goodnai | syst ens.
conl .

J. Goodman. IP Addresses in Email ClientsFirst Conference on
Email and Anti-SparmMountain View, CA, July 2004.

S. Hansell. Postage is due for companies sending eRebituary 5,
2006.ht t p: / / www. nyt i mes. coni 2006/ 02/ 05/

t echnol ogy/ O5ACL. ht m .

[12] Honeynet Project. Know Your Enemy: Tracking Botnéist p: / /
www. honeynet . or g/ paper s/ bot s/ bot net - commands.
ht m , 2006.

J.Jung and E. Sit. An Empirical Study of Spam Traffic amelt)se
of DNS Black Lists. InProc. ACM SIGCOMM Internet Measurement
Conferencegpages 370-375, Taormina, Sicily, Italy, Oct. 2004.
A. Kumar, V. Paxson, and N. Weaver. Exploiting Undentyi
Structure for Detailed Reconstruction of an Interneted&alent. In
Proc. ACM SIGCOMM Internet Measurement Confereigerkeley,
CA, Oct. 2005.

R. Mahajan, D. Wetherall, and T. Anderson. UnderstagdGP
Misconfiguration. InProc. ACM SIGCOMMpages 3-17, Pittsburgh,
PA, Aug. 2002.

MailAvenger, 2005ht t p: / / www. mai | avenger. or g/ .

J. Mason. Spam Forensics: Reverse-Engineering Spaifamtcs.
http://spamassassi n. apache. or g/ present ati ons/
2004- 09- Toor con/ ht m / , Sept. 2004.

Microsoft security bulletin ms04-01ht t p: / / wwww.

m crosoft.conltechnet/security/bulletin/

ms04- 011. nspx, Apr. 2004.

D. Moore, C. Shannon, and J. Brown. Code-red: A caseystacthe
spread and victims of an internet worm.Rmoc. ACM SIGCOMM
Internet Measurement Workshdgarseille, France, Nov. 2002.
Operating System Market Sharéd.t p: / / mar ket shar e.
hitslink.com report.aspx?qgpri d=2,Jan. 2006.

The Open Relay Database, 2086t p: / / or db. or g/ .

M. Prince, B. Dahl, L. Holloway, A. Keller, and E. Langheich.
Understanding How Spammers Steal Your E-Mail Address: An
Analysis of the First Six Months of Data from Project Honeyt.Ro
Second Conference on Email and Anti-Sp&tanford, CA, July
2005.

Project Honey Potit t p: / / ww. pr oj ect honeypot . org/ .
A. Ramachandran and N. Feamster. Understanding the
Network-Level Behavior of Spammers. Technical Report
GT-CSS-2006-001, Georgia Tech, Feb. 2006.

S. Ramasubramanian. Port 25 filters - how many here geptm
bidirectionally?ht t p: / / www. meri t. edu/ mai | . ar chi ves/
nanog/ 2005- 01/ nsg00127. ht nl , Jan. 2005.

The Spam and Open Relay Blocking System (SORBS), 2006.
http://ww. sorbs. net/.

SpamAssassin, 2006t t p: / / ww. spamassassi n. org/ .
Spammer-XInside the Spam CarteByngress, Nov 2004.

S. Staniford, V. Paxson, and N. Weaver. How to Own thertmét in
Your Spare Time. IfProc. 11th USENIX Security Symposiusan
Francisco, CA, Aug. 2002.

J. Todd. AS number inconsistencies, July 2002t p: / / ww.
merit.edu/ nail.archives/ nanog/ 2002- 07/
msg00259. ht m .

ZDNet Security News. Most spam genrated by botnetseggays.
http://news. zdnet. co. uk/internet/security/O0,
39020375, 39167561, 00. ht m Sept. 2004.

(6]

(7]

(8]

El
[10]

(11]

(23]

[15]

[16]
[17]

(18]

[19]

[20]

[22]

[23]

[24]

[25]

[26]

[27]

(28]
[29]

[30]

[31]


http://online.wsj.com/public/article/SB112128442038984802-w4qR772hjUeqGT2W0FIcA3_FNjE_20060717.html
http://online.wsj.com/public/article/SB112128442038984802-w4qR772hjUeqGT2W0FIcA3_FNjE_20060717.html
http://online.wsj.com/public/article/SB112128442038984802-w4qR772hjUeqGT2W0FIcA3_FNjE_20060717.html
http://online.wsj.com/public/article/SB112128442038984802-w4qR772hjUeqGT2W0FIcA3_FNjE_20060717.html
http://www.cnn.com/2006/TECH/internet/01/31/furst/
http://www.cnn.com/2006/TECH/internet/01/31/furst/
http://www.waltdnes.org/spam
http://www.waltdnes.org/spam
http://news.com.com/Most+spam+still+coming+from+the+U.S./2100-1029_3-6030758.html
http://news.com.com/Most+spam+still+coming+from+the+U.S./2100-1029_3-6030758.html
http://news.com.com/Most+spam+still+coming+from+the+U.S./2100-1029_3-6030758.html
http://www.goodmailsystems.com/
http://www.goodmailsystems.com/
http://www.nytimes.com/2006/02/05/technology/05AOL.html
http://www.nytimes.com/2006/02/05/technology/05AOL.html
http://www.honeynet.org/papers/bots/botnet-commands.html
http://www.honeynet.org/papers/bots/botnet-commands.html
http://www.honeynet.org/papers/bots/botnet-commands.html
http://www.mailavenger.org/
http://spamassassin.apache.org/presentations/2004-09-Toorcon/html/
http://spamassassin.apache.org/presentations/2004-09-Toorcon/html/
http://www.microsoft.com/technet/security/bulletin/ms04-011.mspx
http://www.microsoft.com/technet/security/bulletin/ms04-011.mspx
http://www.microsoft.com/technet/security/bulletin/ms04-011.mspx
http://marketshare.hitslink.com/report.aspx?qprid=2
http://marketshare.hitslink.com/report.aspx?qprid=2
http://ordb.org/
http://www.projecthoneypot.org/
http://www.merit.edu/mail.archives/nanog/2005-01/msg00127.html
http://www.merit.edu/mail.archives/nanog/2005-01/msg00127.html
http://www.sorbs.net/
http://www.spamassassin.org/
http://www.merit.edu/mail.archives/nanog/2002-07/msg00259.html
http://www.merit.edu/mail.archives/nanog/2002-07/msg00259.html
http://www.merit.edu/mail.archives/nanog/2002-07/msg00259.html
http://news.zdnet.co.uk/internet/security/0,39020375,39167561,00.htm
http://news.zdnet.co.uk/internet/security/0,39020375,39167561,00.htm

	Introduction
	Background and Related Work
	Spam: Methods and Mitigation
	Spamming methods
	Mitigation techniques

	Related Work
	Spam and botnets
	Mitigation
	Unorthodox route announcements


	Data Collection
	Spam Email Traces
	Legitimate Email Traces
	Botnet Command and Control Data
	BGP Routing Measurements

	Network-level Characteristics of Spammers
	Distribution Across Networks
	The Effectiveness of Blacklists

	Spam from Botnets
	Bobax Topology
	Operating Systems of Spamming Hosts
	Spamming Bot Activity Profile
	Intersection and prevalence
	Persistence
	Volume and Rate


	Spam from Transient BGP Announcements
	BGP Spectrum Agility
	Prevalence of BGP Spectrum Agility
	How Much Spam from Spectrum Agility?

	Lessons for Better Spam Mitigation
	Conclusion

